Introduction
Consumers, businesses and government agencies increasingly are storing data and using services "in the cloud." This has profound implications for consumer protection. Consumers are entrusting family photos, documents, and personal information to others, in an environment where expectations, best practices, and even the law are unclear. Businesses may outsource processes to the cloud without fully contemplating the implications for their customers' privacy. The growing use of the cloud creates new challenges for consumer protection and privacy, but it also intensifies problems that have long existed.
The Pew Internet and American Life Project identified a range of consumer benefits from cloud services. Consumers have already widely adopted cloud services, but they are not always aware of what a cloud-based service actually is, or the wider implications of storing data in the cloud. For instance, storing information in the cloud creates rich transactional data that may be monitored by service providers or law enforcement. When cloud services are identified to them, consumers say that they use these services because they are convenient, because they can access data from whatever computer they are using, because they are less likely to lose data in the event of a computer failure, and because cloud services make it easier to share data. 1 Consumers can benefit in other ways as well. For example, cloud services can free consumers from the tedious task of setting-up or maintaining IT resourcesallowing them to focus solely on whatever task the IT platform enables them to accomplish. The cloud is likely to have a democratizing effect on security, giving access to new features too complex for many users to deploy themselves. New efficiencies inherent in the cloud model will allow businesses to start small and quickly provision more resources as needed, resulting in savings and fewer service outages.
2 Government agencies may also be able to save taxpayer money by using cloud computing services.
Cloud computing itself is difficult to define, but it would be unwise to allow that difficulty to impede efforts to address consumer protection and privacy problems.
Many of the challenges cloud computing creates or intensifies center around control over information. Practically speaking, the cloud's popularity means that more and more information is vested among an array of companies that might not even be known by or have a direct relationship with the consumer. For instance, consumers may sign-up for a web service that lets them easily share photos with friends (direct relationship) -but the photo sharing service, in turn, may employ a cloud service to provide flexible storage capacity (indirect relationship). These providers must have processes and practices in place to ensure data integrity, availability, and security.
Transferring control of data can result in lower legal barriers against law enforcement and civil litigant access to information. This is especially true in the United States, where the Fourth Amendment to the Constitution protects data on devices in possession of an individual but where such protections are generally lessened if data are transferred to a third-party.
There is also the matter of the cloud provider itself gaining access to stored data.
Consumers may perceive cloud services like a storage locker: information is placed online in a vault and only the consumer has the authority and ability to "look" at it. That may be true for some cloud models. But in others, the cloud provider may be opening the locker to view its contents, and even monitoring transactional data to see how those contents are used. Sometimes service providers need to access data to facilitate a customer request or ensure that the service is functioning properly (technical Unresolved, concerns about cloud computing are likely to prevent widespread adoption of valuable and efficient services. Providers may also face stringent regulatory interventions because of the opaque nature of data security measures and lack of clarity on the actual location of cloud data. These issues led a German Data Protection Authority to conclude recently that cloud providers must locate their services within the European Union, and that personal data should not be placed in cloud services.
3

Summary of Recommended Best Practices
This report makes recommendations for best practices for business-to-consumer cloud computing services. Our goal is that these best practices will diffuse deeply into the business community, so that companies considering the outsourcing of customer data to the cloud will also consider them in their decision making:
• Law Enforcement Access to Data. Where not prohibited by law, users should receive notice of criminal and civil requests for information.
• Secondary Uses. Secondary use must be clearly disclosed and identified as "technical justifications" or "business justifications" for use of data.
• Portability and Interoperability. Portability is key for competition in cloud services; cloud service operators should not interfere with interoperability.
• Data Security. Cloud service providers must demonstrate operational safeguards and security mechanisms through expert audit and certification. • "Free" Services. "Free" services should have the same consumer protection standards as for-fee services.
• Deletion. Consumers should be able to delete information they upload to the cloud.
• Transparency. Basic information such as such as the level of service provided, the business model of the cloud service provider, what legal protections apply to data, and who to contact if questions arise should be provided. The report includes a model disclosure for this information.
These recommendations emerged from a two-day retreat convened by the nonprofit organization Consumer Federation of America focusing on cloud computing challenges. 4 The participants in the retreat included persons from consumer and privacy organizations, academia, government, and business, from both the US and 
Background
Cloud computing is difficult to define. Consumer protection and privacy concerns in cloud computing largely focus upon control over information. That is, the lack of physical control over data entrusted to cloud providers creates potential legal and technical challenges. Retreat participants focused on vesting control of data to another as an organizing principle for these best practices.
Cloud providers themselves are careful to define services as fitting into several categories: software as a service (SaaS), platform as a service (PaaS) and infrastructure as a service (IaaS). However, it is unclear whether these distinctions hold in practice (some companies offer packages constituting several or all of these services) or whether consumers honor these distinctions (consider the Gmail user employing the email service to store large files instead of or in addition to communicating with others).
Reducing uncertainty in the cloud space may require principles to cover all of these platforms despite their differences. While a consumer-business coalition has organized to reform and update ECPA, 11 legislative change moves more slowly than the spread of new services. In the absence of such reform, more certainty is needed to address these barriers to cloud adoption.
Even if new laws are enacted to address cloud computing, it is important to recognize that the US privacy framework is sectoral, meaning that certain industries may not be regulated under a specific privacy law. Thus, the sectoral approach leaves gaps where protections are uneven. Privacy advocates and industry groups alike have called for more comprehensive protections for consumers.
Consumer Protection Challenges
There are a myriad of consumer privacy concerns in cloud computing services.
Participants at the two-day workshop identified a range of concerns that could fit into nine categories. 
Consumer Concerns about Data Use
Law Enforcement Access
Law enforcement access looms large for consumers as a concern as well. Fortynine percent of those surveyed for the Pew report said they would be very concerned if cloud providers "gave law enforcement agencies your files when asked to do so." Some may say, "If you have nothing to hide, you have nothing to fear." But in the cloud context, especially in "public clouds," transgressive behavior of one consumer can affect others. For instance, if one user employs a shared (or "public") cloud service to commit a crime, investigators may seize computers or backups that contain the data of the guilty and innocent alike on that shared service. Providers may also be pressured to scan their systems for copyright enforcement or illegal content.
Consumers may not even realize that their data has been moved to the cloud, especially when using new devices such as smartphones. It seems arbitrary for Fourth Amendment protections to hinge upon technical design and service questions that are increasingly complex and not in control of the user.
Lock-in
Other, more subtle challenges exist. For instance, consumers may not understand the lock-in risk until they decide to leave a provider. A consumer might spend many years uploading volumes of information, or otherwise customizing the service. These actions could cause a consumer to be effectively locked to a particular service or provider, threatening competition.
Providers could use proprietary formats or employ subtle technical obstacles to exporting this data in order to capture customers. These could be as simple as requiring consumers wishing to export their data to select each file individually for download.
Requiring the consumer to click through page after page of files to accomplish a simple export task could effectively make the service non-portable.
Data Security
Consumers are right to expect that data entrusted to the cloud will be stored securely, meaning that the data will be protected from unauthorized access, be maintained with integrity, and backed up in case of loss. Since many providers will not create legal assurances for data security and integrity, the consumer must simply trust the service provider.
In the cloud, consumer control of data can be diminished depending on the deployment and service model at issue, and consumers may lack effective mechanisms to determine whether security protections comply with established criteria. Insider threats are more severe, since a single corrupt employee of a cloud provider may be able to access many different accounts and obscure logs of such access. Security breach notification laws attempt to bridge the gap of consumer awareness of security issues by informing individuals when an unauthorized party obtains certain sensitive information. Such laws create a performance-based security standard that can help consumers and regulators understand whether a company's security implementation is reasonable. However, it is unclear how this approach will work in the cloud, because the scope of security breach notification laws and their implementation may lead providers to fail to notify users after a breach. For instance, data may be stored in a jurisdiction not subject to security breach notification, or cloud services may be exempted from breach notification. 14 Cloud providers may argue that their services are "data agnostic," meaning that the provider does not know specifically what kind of information is stored in an account. According to this reasoning, the cloud provider would not have to issue breach notifications, because it does not know that it possesses sensitive information. This is a dubious argument. It is certainly foreseeable that users will upload personally identifiable information into cloud services, especially when using backup products that mirror the user's entire hard drive.
Moreover the key issue here is whether the cloud provider knows that there was a breach of security. When breaches occur, the best course of action is to enable users to make their own judgments and take appropriate steps if necessary.
Secondary Uses of User Data
Recall the Pew Internet study finding great concern over marketing uses of data.
This is an example of a "secondary use," the employment of user data for purposes not related to the technical operation of the service. Cloud providers may employ secondary uses of consumer data or transactional information without consumers realizing that those uses are taking place or whether those secondary uses have legal implications. For instance, the scanning of email content in Gmail is a secondary use of communications data. Using email message content to target advertising could erode consumers' legal rights by diluting their expectations of privacy in the communications.
Fairness in Terms of Service
Terms of service represent another challenge in the cloud. Courts have given legitimacy to one-sided agreements that reflect no bargaining or even the opportunity to bargain. Bradshaw et al. found that many contracts for cloud services were silent on key terms.
15 Worse yet, providers often reserve the right to change terms at will. Important terms can be buried in long user agreements. There is a need for consensus around what terms are important to consumers about a cloud service, and for a prominent disclosure of those important terms, in plain language. This is an area that may benefit from standardization, 17 and the model disclosure in Appendix B attempts to present key terms (that are often not disclosed at all) to consumers in a short notice.
Massive Storage and Massive Failure
Of course, terms change radically when a business fails. One benefit of cloud computing-massive storage-has a potential downside: the problem of massive failure. Thought must go into the possibility that cloud providers will fail well in advance of an adverse event, which might be simply bankruptcy or a natural disaster that affects the provider's infrastructure. Obviously systems have to be backed up, but also, there have to be provisions and sufficient time for consumers to export their data when a cloud provider ends operations.
Jurisdiction
Rules of consumer protection and law enforcement access vary from jurisdiction to jurisdiction. This is a particularly challenging problem with respect to cloud services, because the most efficient design is one that allows data to flow from region to region, or exist in several different regions, without regard to local rules or the lack of them.
On the other hand, jurisdiction may offer opportunities for greater privacy or consumer protection. 18 Risk is reduced in this approach because users are exposed to the legal framework of only one government, in this case, a government with a strong privacy protection framework established in law.
Just as there are benefits in allowing the business models to develop, thrive or decline in economic models, it is also important to allow legislatures to develop new approaches to address consumer protection as new technologies, policies or business practices emerge.
The Role of Transparency
Transparency is a bedrock approach for consumer protection challenges. It obviously will play a role in assuring consumer and business users of the cloud.
However, transparency has to be done well in order to work.
Relevant information must be provided, at the relevant time. Key terms that materially affect the legal and technical status of cloud data must be policed. For instance, a "private cloud" in industry parlance represents a service dedicated to a single entity, rather than multiple users. This has obvious legal and technical implications. But imagine the confusion that could be caused by a provider that decided to call its business "PrivateCloud" without provisioning dedicated service. Thus, this and other key terms in cloud computing must be policed and used only where appropriate, in order to ensure a fair marketplace.
To address the challenge of transparency, we propose best practices in cloud services disclosure for business-to-consumer (B2C) cloud services. We hope that these simple statements will help consumers focus on key legal and technical issues, and prevent providers from obfuscating practices. From a provider perspective, this standardized statement can provide competitive advantage-it will enable comparative analysis, and be especially useful for companies innovating in the privacy and security realms, where it is difficult for consumers to compare service offerings.
Despite all of these challenges, an opportunity exists to manage these risks.
These challenges are shared by both average consumers and businesses. It is clear that adoption of cloud services will suffer if uncertainty persists on the issues identified above. Consumer protection in the cloud context clearly is good for both consumers and businesses.
Consensus Best Practices for Cloud Computing Services
Participants in the retreat organized by Consumer Federation of America discussed challenges and opportunities for consumers in the cloud computing arena. A consensus developed around the following high-level principles to promote consumer protection, security, and privacy in cloud services. These recommendations go beyond calls for transparency and urge providers to follow baseline practices to foster a climate favorable to consumer and business adoption of cloud services. We hope that businesses that are considering using cloud services will follow these best practices to ensure that their customers' interests in privacy and security are adequately protected. Other retreat participants argued that secondary uses might constitute the basis of the bargain for provision of the service. Consumers may be willing to have content or transactional information scanned for advertisements or for analytics in exchange for discounted or free services. Other participants argued that secondary uses should be prohibited altogether.
Law Enforcement Access to Data
The group did achieve a clear consensus requiring transparency for secondary uses. Providers should clearly demarcate uses for data that are necessary for operation of the service, "technical justifications," versus "business justifications," that is, uses of personal information that are related to the business model employed by the provider.
For instance, monitoring the amount of use a consumer engages in is operationally necessary to address issues such as forecasting the need for more servers or bandwidth.
Conversely, accessing content or transactional information for advertising or other marketing activities is a clear business secondary use that is not necessary for technical operation of the service. 
Portability and Interoperability
A consensus emerged that data portability is a key issue to competition and user freedom. The risk of lock-in is a substantial barrier to adoption of cloud services for consumer, business, and government users. Consumers should be able to easily export the information they supply to and generate in the cloud.
This risk of lock-in reaches its zenith in highly-sticky, popular web services, such as Facebook. Consumers spend years enhancing their profiles and building links to friends in environments that do not support portability, thereby creating imposing switching costs for individuals who wish to change to different services. These sites leverage network effects to become popular, but once they have obtained broad adoption, stickiness and a lack of portability reduces competitors' chances of attracting users.
On the other hand, it is precisely this social graph and related services that constitute the "special sauce" of Facebook and similar companies, at least a part of whose success is attributable to innovation and investment. Some argue that it is unfair for consumers to use a free service and also have the option to take the value from that service at will.
A subset of the group argued that nevertheless, competition would be enhanced by the ability of consumers to export all information related to their profiles. This group argued that while services like Facebook have created compelling platforms for interaction, they are fueled by the currency of consumers' personal information and attention. In the case of Facebook and many of its competitors, users are subjected to advertisements. This points to an exchange in value and bolsters the argument that users of services like Facebook should be able to export their data when they desire. On balance, the interests of consumers and competition would be served by the ability to export this information elsewhere.
Data portability may raise nuanced privacy problems if not implemented carefully. James Grimmelmann, in his article Saving Facebook, elucidates risks of unintended privacy harms: if the exported data are moved to a service with different norms or privacy rules, it could result in consumers pulling information about others into less-protected spaces. 20 If, for instance, a consumer set restrictive sharing preferences in Facebook, should that consumer's friends be able to export the data to another service that is less restrictive?
Interoperability is a related and important issue to portability. Consumers and businesses alike will benefit from the employment of standard data formats that lower switching costs and prevent lock-in. A consensus emerged that providers should not affirmatively interfere with interoperability.
Data Security
Consumer control is a particular challenge in the cloud. While consumers may experience an effective increase in security protections through cloud services, they also may lose the ability to make smart security decisions based on how they-or trusted experts-evaluate the risks of using a particular service. Thus, it is particularly important that cloud providers work to demonstrate operational safeguards and verify trusted security mechanisms in a transparent manner-without jeopardizing the security of the wider community through complete disclosure.
Transparency is so important in this realm that it is our consensus view that cloud providers should make their systems available for analysis by outside security experts. This could take the form of expert audit, which would result in the conferral of an industry-recognized certification. Such certifications (e.g., ISO-27001/2) demonstrate to both active and prospective customers alike that the provider is taking necessary steps to protect personal data.
"Free" Services Our consensus view holds that "free" services should be subject to the same rules as traditional for-pay services. It is said, "Consumers get what they pay for," but in the case of "free" services, consumers are paying. Providers operating "free" services profit through the currency of personal information instead of direct payment. Creating a level playing field for for-pay and free services will enhance competition. Without parity, "free" services will compete by cutting corners rather than providing quality services; this will actually dilute best practices, causing for-pay services to join free alternatives in a race to the bottom.
Deletion
Our consensus view is that consumers should have the right to delete the data they upload to the cloud. There was some disagreement surrounding the extent to which consumers should have the ability to delete data. It seems intuitive that consumers should be able to delete the data they upload to storage and similar services.
However, a consensus did not emerge surrounding data that is generated in the cloud itself. For instance, a consumer may tag someone else's photos, write on the "walls" of social networking sites, and the like. Some thought that such material would not be subject to a deletion option, while others thought that deletion should be more expansive. User deletion is a complex issue and there is still much to resolve. It may be costly and complex, for instance, for providers to delete data in backup systems.
Furthermore, the volumes of transactional data generated in the cloud presents policy and technical challenges for deletion.
We are aware that sometimes, consumers state that they wish to delete their cloud data, and later regret the decision, often asking the provider to somehow recover the material. An interesting approach to this problem is found in a Norwegian best practices standard concerning cloud storage of photographs. 21 Under that standard, customer files and metadata are quarantined for a period before being actually deleted.
This makes the data unavailable to both the consumer and the cloud provider, for a specified period of time, unless the consumer reactivates the account.
Transparency
Transparency is a critical aspect of consumer protection, but by itself, it may fail to achieve results in line with reasonable consumer expectations. In cloud services as with many other technical products, subtle design decisions can have profound implications for consumers, and consumers often do not perceive these issues until they encounter a problem.
Recall the discussion above concerning portability. At enrollment, consumers probably are not thinking about the idea that someday, they may have to cancel their service and wish to remove data from the cloud. A clear disclosure on this important subject made available when the individual is comparing services, could sensitize the consumer to this concern, and cause some consideration of the importance of portability to that particular user.
We think that clear disclosure of key terms will prepare consumers to think through the implications of adopting cloud services, and make better decisions. We also believe that a model disclosure will enhance competition in this space, as its information-forcing value is likely to cause providers to end marginal practices and to highlight meaningful ways in which services are distinguished from others.
The model disclosure in Appendix A focuses on several key issues:
• What is the cloud service provider's business model? Bradshaw et al.
found that the business model was key in influencing the terms on which service is offered. 22 It thus must be completely clear how the cloud service provider intends to monetize its product. It is not clear at all that consumers understand that some providers intend to use data uploaded to the cloud or transactional data for secondary purposes. Consumers may see that web services are advertising-supported, but many may not understand the extent to which data they provide is used to tailor marketing. 22 See fn. 13 supra.
• What entity actually provides the cloud service? In order to evaluate competitors, the actual service provider's identity is critical information for consumers and business users concerned about possibly providing data to a competitor or to a government with adverse interests.
• Is consumer content or transactional information shared? If so, with whom? Recall that information sharing is a key consumer concern according to the Pew Internet study. Far too many privacy policies cryptically discuss information sharing. Some use the word "partner" to mean third party. Some muddy the waters by making speculative statements about sharing: "We may, from time to time, share information with carefully chosen marketing partners…"
• Is consumer content or transaction data used for purposes not required for the technical operation of the service? A key consumer concern is secondary uses of information unrelated to the technical operation of the service. These uses need to be prominently disclosed in order for the consumer to understand the basis of the bargain.
• Is the provided service a private or public cloud? Whether data are stored on a shared resource or a dedicated one is critical for practical privacy and security concerns.
• What data can the consumer export and in what format? Portability is a key issue, and practically, the formats in which one can export data are important for determining whether a service is compatible with the consumer's existing software.
• Will consumers be notified of security breaches? Security breach notification laws have broad application, but do not always require notice to consumers in the cloud computing context. For instance, some providers are "data agnostic," meaning that they do not claim to know whether a consumer's account contains trigger information for security breach notification laws. Consumers may falsely assume that providers are required to notify them of breaches; policies surrounding notification should be made clear.
• Where are data stored and what law governs the privacy and security aspects of the cloud provider's services? Generally speaking, consumers are not aware of where a service stores their data or what laws protect (or do not protect) data uploaded to the cloud. A short disclosure of which laws are applicable will guide users in choosing services.
• What procedures are followed when closing accounts? Consumers need to know how services will handle problems such as non-payment and the potential bankruptcy or massive failure of a service provider.
• Who is responsible for consumer and privacy issues and what is their contact information? Including accurate contact information for the individual responsible for consumer privacy and security concerns is extremely helpful for when consumers have questions or when problems arise. This information should include not only company specific resources, but consumer protection and regulatory resources for dealing with complaints when a situation cannot be resolved with the company.
Conclusion
It is our goal that these best practices for business-to-consumer services will reduce uncertainty and promote competition in cloud computing. We believe that consumers, businesses, and governments will benefit from more transparency, and a commitment to the consensus values identified in this document 
